Christine Heitman 2024 Primary Election
Watching Report

Intended Audience

This document is intended to be read by the Bucks County Board of Elections, the Bucks County
Republican Committee, the Bucks County Democrat Committee, all candidates running for
election in Bucks County, all Bucks County voters, and anyone interested in election integrity.

The summary section has a list of all of the problems that | found during my time watching the
count of the Mail-in ballots in the 2024 Primary Election. This section has an intended audience of
anyone who is reading this document.

This document contains recommendations. These are recommendations for the Bucks County
Board of Elections. These recommendations are reasonable recommendations within the authority
of Bucks County. There are 2 recommendations (Lock Workstations, Cages for the Racks) that
would not impact the process too much and would greatly impact the security of the election. They
would also cost little and be relatively easy to prepare. These 2 recommendations should be
implemented in time for the 2024 general election.

This document also includes a detailed explanation of the election process. This is for the reader
who doesn’t have full understanding of the election process. If this is you, take some time to read it
and study the diagrams.

The Detailed Watching Notes contains everything | saw, good, bad and indifferent. | was the only
one watching the count, and | was walking around writing down notes. These notes are very
detailed, and | include them in this document.
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1. Definitions

Bluecrest scan When the BueCrest machine reads the bar code on the mail-in ballot outer
envelope and calls the sure system website

Bluecrest sort When the bluecrest machine sorts the ballots but doesn’t scan the bar code on the
outer envelope

Outer Envelope This is the envelope that has the post marks on it. The voter puts the mail in ballot
in the privacy envelope and then places the privacy envelope inside the outer envelope. The voter
takes the outer envelope and either mails it, drops it in a drop box, or takes it directly to the board of
elections.

Privacy Envelope This is the yellow envelope which contains the ballot. It’s designed so that the
workers won’t be able to see who opened the ballot. There are no individual markings on this
envelope.

Facilitator is the individual who takes any questionable ballots to the solicitor (the county’s
lawyer). This person answers questions of the team who is opening ballots, and if the ballot doesn’t
look right (ie markings on the privacy envelopes, no signature on outer envelope, etc,), this person
allows the team to keep working while the facilitator handles speaking to the lawyer.

Permanent Voter This voter automatically gets a mail-in ballot application sent to them prior to
every election.

Page 4 of 46



2.Credentials

I am a Sr. Software QA Performance Engineer with over 30 years of experience. | started my career
as a Software Developer. | have been working in QA Automation since 2013. 1am an excellent
communicator and a very good back-end developer. | know many computer languages, including
the language that most of the election software is written in, C#. | am also proficient in SQL Server,
which is the database used most by election software.

My expertise lies in code, not networking, or security. Although | know a few ways to test security,
my knowledge of security is limited. | am not a security expert, and | don’t claim to be one.

3.Summary

| arrived at the Bucks County Central Processing at the Board of Elections at approximately 3:00pm
on Tuesday April 23, 2024.

| immediately noticed that the workers were not validating the signatures against a printed book,
and | wanted to find if they had already validated the signatures in a different room. Gale Humphrey
spent 45 minutes going over the mail-in-ballot process with me. She confirmed that Bucks County
is only validating that the signatures exist. They never validated that the signatures match what s in
the poll books.

There were 10 scanning stations. Each station had a ClearCast scanner with a laptop connected to
it. There were 3 or 4 ClearCast Employees there. The scanning of the ballots and the scanning of
the outer envelopes take place in the Blue Crest Scanner Room. Every time that a station was
unmanned, it was left unlocked. At 7:44, | walked into the room to notice that the scanning room is
completely empty with the exception of the ClearCast employees and they were scanningina2 -
3” stack of ballots onto scan station 3.

At 8:43, | overheard the ClearCast Employee explaining to Gale Humphrey that for one candidate in
one precinct, that candidate’s votes weren’t being counted. The ClearCast scanner scans in the
ballot and creates a pdf of the ballot. This pdfis a picture of the ballot. To the human eye, a picture
of the ballotis data. Butto a software application, a picture is extremely hard to read. It’s better for
software if the image can be read and converted into a data file. Once the pdfis created, the
ClearCast software reads the pdf and makes an xmlfile. The xmlfile is a data file. It doesn’t
contain a picture of the ballot. Instead, it has information about who the winners are. | don’t know
exactly what the format of the xmlis. It may have the loser’s name as well. What | do know from
listening to the description that the ClearCast employee laid out is that the xml file has 3 fields for
the name of the candidate. There’s also a database somewhere, which | believe is used during the
import. If the expected name field isn’t configured properly, then the name in the xml file doesn’t
match the name in the database. When this happens, the software can’t find the correct
candidate, and subsequently, the votes for that candidate don’t get counted. Apparently there was
an issue where for one of the precincts for one of the candidates, their vote wasn’t being counted.
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It seems that during the preparation for the election, someone typed in a name incorrectly, or typed
itin the wrong field. There are 3 name fields, so it is very easy to screw this up. If the wrong name
field is set up, then, when the name isn’t found in the database, the votes for that candidate don’t
count.

At 9:30, they found a 3” stack of ballots in a bin near the bluecrest sorter.
At 10:35, the BlueCrest sorter broke down

Also, there was a room where someone was watching the video for the drop boxes. Several times
throughout the evening, | noticed that nobody was in the room. | noticed this at 6:30,6:35,7:23,
8:02, 8:13,8:43,9:23,10:06, and10:30

4.Recommendations

This section are my recommendations to the Board of Elections. They are based on my
observations on election day and also by speaking to people out in the field. These are only the
changes that the Board of Elections has the authority to make. Any other changes that | think need
to be made are out of the purview of the Board of Elections, so they are left off this report.

4.1. A Bigger Space for the Board of Elections

When our lawmakers sign their name to a law, often they don’t think about the implications of that
law. When our PA legislators signed Act 77, it completely changed our elections, and the
unintended consequences to this is that election boards all over the state are completely swamped
processing mail-in ballots. Before this act went into effect, most ballots were in-person. Now, they
are mail-in.

The current office space was perfectly suited for the limited amount of absentee ballots that are
processed. The space is not suited for the large quantities of mail-in ballots. | would recommend
giving the Board of Elections more office space to do their job, and | would recommend opening it
up so that a watcher could watch all of the operations. Right now, there are several rooms, and |
think that we would need at least 5 people to be able to watch the whole operation.

4.2.Cages for the Racks

When the mail-in ballots arrive, they are stored in bins on the racks in the BlueCrest Sorter room.
They are not locked. Anybody who has access to the room has access to these mail-in ballots. The
segregated ballots are locked into a small room. Only 2 or 3 people have the key to that room. The
mail-in ballots are not locked in this manner. | would recommend that you lock the mail-in ballots
in a room similar to the segregated ballot room. Alternatively, each rack could be encased in a cage
with a lock, and the only ones with the key should be the same people that have a key to the
segregated room. On election day, the facilitator and / or the employee running the BlueCrest
sorter should be given a key to use during their shift only. They should submit the key back at the
end of their shift.
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4.3.Lock Workstations

| am not a security expert, and | don’t claim to be, however, locking unmanned workstations is
Security 101. You cannot say that the elections are secure if you don’t follow security practices.
The premise of security is exactly opposite that of our justice system. Instead of Innocent until
proven guilty, it’s guilty until proven innocent. Always assume someone is a nefarious actor unless
they are trusted.

Everyone who is going to be scanning in ballots should be given a login to the scanning station.
These stations should be locked all day long unless someone logs in. You may say that pressing
<ctrl>+<alt>+<del> and then entering user name and password every time they step away is going
to take too long. As a Performance Engineer, | understand that a whole lot of small actions
accumulates over time to many hours. However, you can purchase a card reader for every
workstation. This card reader will allow the employee to swipe their key card (that they already
have) and use it to login. It will only take 1 second to log in, and there will be no passwords to write
down.

4.4 \ests For All

When | checked in at the board of elections, | was given a blue vest, similar in color to what Wal-
Mart employees wear. This bright blue vest identified me as a poll watcher. It was easy for everyone
to see that | wasn’t authorized to scan in ballots.

The ClearCast employees were wearing black polo shirts with the ClearCast logos on their chest.
The county employees were wearing whatever they wanted. Some of the men were wearing black t-
shirts. It was hard for me to differentiate between them. Forinstance, when | discovered that the
ClearCast employees were scanning in ballots without anyone from the county being there, | had to
physically walk around them so | was facing their chest.

| think that it’s wonderful that poll watchers are given such a visual designation. |think this should
be expanded upon. Everyone in the area should be wearing a vest to designate what they are
authorized to do. Those authorized to open mail-in ballots only will be given one color vest. Those
authorized to operate the Scanners would be given another color. Vendors should be given another
color. Perhaps you can even differentiate between a volunteer and a county employee.

4.5.Demand Excellence From Software Vendors

Bucks County is spending millions of dollars per year on election software to handle the mail-in
ballots.

There was an issue on Election night. This issue occurred on one of the precincts for one of the
candidates. The ballots were scanned into the ClearCast Scanner. The Scanner creates a pdf. The
ClearCast software sees that the pdf was created, and it then reads the pdf and create an xmlfile
forit.

Then, at some point, these xml files, which were generated by ClearCast get imported into a
database by Tenex Software Solutions. When the xml file was imported, the xml file had an issue.
There are 3 different name fields on the xmlfile. The incorrect name field was set. When the import
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happened, the Tenex software couldn’t find that name in the database. The Tenex software did not
alert the user that this issue happened.

In my opinion, this is a breach of contract by Tenex. The Tenex software should be letting you know
that anissue has occurred. YOU SHOULD EITHER DEMAND THAT THEY FIXTHIS OR FIND
ANOTHER VENDOR!!! This makes me wonder who they are hiring to develop these applications. Is
it a high school student who just learned C#, someone who would be thrilled to make minimum
wage? Thisis not an error that a seasoned developer makes. Even the average developer with five
years experience would know better than failing to alert the user about an error which would result
in VOTES NOT BEING COUNTED!!!

Additionally, there needs to be a verification routine that you can run during the logic and accuracy
test, prior to election day, that will check the configuration for every precinct.

The county is paying millions of dollars for our election software. You are owed excellence, and you
should demand it. My friends and | are demanding excellence from you, and now, you need to
demand excellence from your software vendors. Kudos to the county employee who noticed that
these votes weren’t being counted.
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4.6.Verify Signatures on Mail-In Ballots

| am not a security expert, and | don’t claim to be. You cannot say that the elections are secure if
you don’t follow security practices. The premise of security is exactly opposite that of our justice
system. Instead of Innocent until proven guilty, it’s guilty until proven innocent. Always assume
someone is a nefarious actor unless they are trusted.

If we are operating on this premise, we should assume that nefarious actors ARE going to attempt
to cheat the mail-in ballots. | am not an expert on the methods of criminals. My degree is in Math,
not criminal justice. However, after studying the process, | think this would be the easiest place to
cheat. If Iwas a criminal, this is where | would try to steal the election. It would only take 2
nefarious actors to be able to do it. If | were a criminal, | would hire 2 individuals and place them at
2 different post offices, one in Doylestown, and one in the NPC post office. These individuals would
build a list based on the publicly available voter rolls. They would start with the 12,000 out-of-state
voters that are registered here. My hypothetical bad guys would “vote” for these voters, and since
they don’t live here, the voter would never know it. The criminals would use the Bucks County
website to “file an application” for the voter and, eventually they would take the mail-in ballot out of
the mail prior to the point that it’s delivered to the voter. The diagram below details the steps that it
would take. If the ballot makes it through step 11 in the figure below, then it will be counted at the
Board of Elections. If the Board of Elections was validating the signatures, there’s a chance that
these ballots would be flagged as incorrect. Right now, that gate is left wide open.
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Criminals Cheat With Real Mail-In Ballots

12. Crimal Fills out MIB

. Criminal fills out MIB Application
6. Criminal fills out fake appication for non-permanenet voters ‘
Bucks County
Website o
Criminals
9. NPC Prints Ballots
NPC
13
4. MIB Application Sent to BOE
11. Criminal intercepts ballot|
Criminal 13. MIB Sent to BOE
NPC Post office
2. Criminal Takes Application |,

10. NPC sends ballot to post office i
[Criminal

Abbreviations
Doylestown Post office

BOE Board of Elections
SMIB Application delivered to BOE
IA—J

5

MIB Mail in Ballot

14. MIB Delivered to BOE

Bucks County Board of Elections

‘1 MIB Application sent to post office for Permanent Voter
1
1

8. BOE gives MIB list to NPC

L

7. BOE validates MIB Application

| understand that the SURE system is not validating signatures anymore, however, the
responsibility of the security of Bucks County elections rests solely on the Bucks County Board of
Elections, not on the Secretary of State.

The signatures are still available for county employees to see, so we should be doing this manually.

The more secure the Bucks County elections are, the less likely that nefarious actors will choose
Bucks County as their targets.

4.7.Audit The Paper Ballots

We see that people who are not authorized election workers were scanning in ballots, and we see
that there are instances that the machine was not counting votes. Currently, there is no placein
the election process where the calculated votes are compared against the actual ballots.

After election night, Canvas of the votes happens. On election night, at the precinct, the scanners
print out a long sheet printed on receipt paper with the election day totals. The judge of elections
then fills out a canvass sheet based on the tape that the machine prints out. During the canvass,
the canvass sheets are compared to the tape. The canvass sheets are created from reading the
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tapes, and since the tapes are printed from the machine. If the machine isn’t counting the votes
accurately, the tapes will be inaccurate. If the tapes are inaccurate, the canvas sheets will be
inaccurate. If these are inaccurate, it doesn’t really matter if they match each other.

You should do an audit of the actual ballots. | would count both the in-person and mail-in ballots.
You should also go back and re-evaluate the primary election, especially the precinct that had the
issue. This should be part of your canvass from now on. Allow the machine to do the count, but
also validate that it counted accurately. Also, be sure to include the public in this. Live-stream as
much as possible and be transparent. If an issue shows up, don’t hide it. Publish everything on
the website.
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4.8.Add Election Staff

Because of Act 77, the Board of Elections is now doing double the work that it was before. | believe
that the Board of Elections are grossly understaffed. | think you should add more employees so
that you actually CAN say that the elections are secure in Bucks County, and that the Board of
Elections is doing everything it should be.

Here are the reasons you need more employees

You need someone keeping better track of volunteers. I’'ve heard complaints in the field
of people who sign up to volunteer and work the polls who never get called. | think that if
you add more staff, you will have the time to train and call volunteers.

You need to validate the signatures of mail-in ballots If you had more staff, you would
have been able to validate the signatures, which would reduce the suspicion placed on the
Board of Elections by outside parties.

You need to remove dead voters from the voter rolls. Door-knockers all over the county
retell instances where dead voters have not been removed from the voter rolls. This
happened to me as well this February, | knocked on a door of a dead woman. Her daughter
told me that her mom died at a nursing home down the streetin 2020. She has contacted
the board of elections twice. When they didn’t remove her, she contacted Brian
Fitzpatrick’s office. He still pays his employees to knock on her mother’s door, and he
hasn’t done anything to help her either.

You need to remove voters who have moved out of state from the voter rolls. In the 2022
midterm elections, there were 12,000 active out-of-state voters still registered to vote in
Bucks County. 500 of them “voted” in the election. My friends and | canvassed around 200
voters. We confirmed with the current residents that 150 of them didn’t live here anymore.
If you hired more people, you could spend the time contacting these voters, and canvassing
them. You would be able to clean up the voter rolls.

You need to remove voters with bad addresses from the voter rolls. Again, There are a
number of voters that have invalid addresses. These addresses wouldn’t be found on the
United States Post Office website. You will be able to get to the bottom of this if you had
more people on staff.

You need to validate the voter rolls. We found a case where the voter had 2 registrations,
each with different flavors of his name. He registered one way when he got his license, and
a different way when he registered on the county’s website. If you had more people on staff,
you would be able to find these issues. There are also addresses with 2 or more active
voters registered but have to go to different precincts. This doesn’t make sense to me. A
husband and his wife should both be voting in the same precinct.
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5. Detailed Watching Notes

This section contains the details of everything | saw, good, bad, or indifferent.

5.1.Details

5.1.1. Check-In 3:47 pm

8 people counting ballots in the main annex room
4 people counting ballots in annex 4

There appear to be teams of 2. The first person is looking at the outer envelope. They are not
comparing the signature against a book or tablet. The first person takes the inner yellow privacy
envelope out of the outer envelope. The second person manually opens the privacy envelope.
They use a plastic letter opener. Both people appear to be looking over the privacy envelope for
marks.

| notice someone appears with a camera. She didn’t have a blue vest (indicating watcher) on, and |
thought that she was part of the vest.

5.1.2. Check-In 3:54 pm

After the privacy envelope is opened, the ballot is separated from the privacy envelope and placed
in a neat pile in the UPS box. The outer envelope is placed in a neat pile in the UPS box as well. The
privacy envelopes are placed on the table in the main counting room, the corner on opposite side of
the wall as the kitchenette.

Once the entire box is finished, the outer envelopes are banded together with a rubber band. They
are placed back in the UPS box and placed in the rack.

There were 2 facilitators in the main room

5.1.3. Check-In 4:03 pm

There are 4 people in Annex room 4 opening ballots
There are 4 people in Annex room 5 opening ballots
e Annexroom 6 has 2 peoplein it

The IT area is empty

5.1.4. Check-In5:28 pm

e There are 10 people in the main counting room opening ballots. There are 2 people in the
main counting room straightening ballots. There is 1 person in the main counting room
opening the discarded privacy envelopes to verify that there are no ballots in it.

e Thereis 1 personin Annexroom 1

e There are 6 people in Annex room 2

e Thereis 1 personin Annex room 3 watching the drop box surveillance video

e There are 4 people in Annex room 4

e There are 1 personin Annexroom 5
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e Annexroom 6 has 3 people init. Two are cutting envelopes
e ThelT areais empty
e Inthe BlueCrest Room, there is the following

o There are 1 manned scanning stations and 9 unmanned unlocked scanning
stations.
There is one worker adjudicating siting with one other person.
There are 2 ClearCast workers on the laptop

o There are 4 racks near the threshold to the main room

14 empty bins

19 empty bins

24 bins, 6 empty

25 bins, 3 empty with a sign “To Be Processed Later Tonight”

o Onthe long wall behind the blue crest sorter, there are the following racks

2 racks with 30 bins of open and separated ballots

21 bins, 9 empty, the others are outer envelopes. | am unsure if the privacy
envelope had been removed or not.

30 bins, 10 empty, the others are outer envelopes. | am unsure if the privacy
envelope had been removed or not.

21 bins, 9 empty, the others are outer envelopes. | am unsure if the privacy
envelope had been removed or not.

30 bins, 10 empty, the others are outer envelopes. | am unsure if the privacy
envelope had been removed or not.

29 bins, 12 empty, the others are outer envelopes. | am unsure if the privacy
envelope had been removed or not.

30 bins 1 empty, the others are outer envelopes. | am unsure if the privacy
envelope had been removed or not.

3 racks with 30 bins, of outer envelopes. | am unsure if the privacy envelope
had been removed or not..

o There are 2 people at the adjudication station.
o There are 2 ClearCast employees sitting in front of their laptops. And one person
sitting next to the adjudication station

5.1.5. Check-In 5:50 pm

Amy Fitzpatrick asked me politely to leave the area behind the bluecrest sorter where they were
adjudicating ballots. She said “Can | ask you to leave this area unless they are actively canvassing”.

| said “They’re adjudicating” and she said “carry on”

| introduced myself to the person who was videotaping. She was someone for the county who is
working on a new video called “The Life of a Ballot”

5.1.6. Check-In 5:55 pm

They appear to be done separating the ballots from the envelopes. Now, all election workers are
looking at the privacy envelopes, verifying that no ballots are left in the privacy envelopes.
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5.1.7. Check-In6:15 pm

| saw a bald, tall(possibly normal height as I am 4’ 11”), stocky friendly man with open body
language taking a gray bin (presumably empty secrecy envelopes) down to the elevators

5.1.8. Check-In 6:20 pm

e Thereis 1 personinthe main counting room looking at secrecy envelopes
e Thereis 0 people in Annexroom 1

e There is nobody in Annexroom 2

e Thereis 1 personin Annex room 3 watching the drop box surveillance video
e There are 2 people in Annex room 4

e There is nobody in Annexroom 5

e Annexroom 6 has 0 peopleinit

e ThelT areais empty

e |nthe BlueCrest Room, there is the following

o There are 8 manned scanning stations and 2 unmanned unlocked scanning
stations.

o Nobody was adjudicating

o There are 2 ClearCast employees sitting at the laptops with an additional clearcast
employee talking

5.1.9. Check-In6:30 pm

e There is nobody in Annex room 3 watching the drop box surveillance video
o |nthe BlueCrest Room, there is the following

o There are 8 manned scanning stations and 2 unmanned unlocked scanning
stations.
o 3racks near the opening to the main room
=  One with 25 bins, 10 empty. The rack s labeled “To Be Processed Later
Tonight”
= Onewith 27 bins, 4 empty. The rack is labeled “To Be Processed Later
Tonight”
=  One with 25 bins, 3 empty
o Onthe long wall behind the blue crest sorter, there are the following racks
= 7 bins with a label “Ready for scanning”
= 30 bins that has a label “Ready for scanning”l
= 25 bins containing outer envelopes. | am unsure if the privacy envelope had
been removed or not.
= 22 bins containing outer envelopes. | am unsure if the privacy envelope had
been removed or not.
= 6 racks with 30 bins containing outer envelopes. | am unsure if the privacy
envelope had been removed or not.
= 1 rack with 29 bins containing outer envelopes. | am unsure if the privacy
envelope had been removed or not.
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5.1.10. Check-In6:35 pm

Nobody was in the room watching the drop-box surveillance videos.

5.1.11. Check-In6:54 pm

e There are no people in the main counting room

e Thereis 0 people in Annexroom 1

e Thereis nobodyin Annexroom 2

e There are 2 people in Annex room 3 watching the drop box surveillance video
e There is nobody in Annexroom 4

e Thereis nobodyin Annexroom 5

e Annexroom 6 has 0 peopleinit

e They are starting to setup the IT area.

e Inthe BlueCrest Room, there is the following

o There are 10 manned scanning stations and 0 unmanned unlocked scanning
stations.
o 3racks near the threshold of the main room
= Onewith 19 bins, 9 empty. Therackis labeled “To Be Processed Later
Tonight”
= One with 24 bins, 3 empty. The rack is labeled “To Be Processed Later
Tonight”
=  One with 25 bins, 3 empty
o Between the scanning station and the space labeled “work area used to remove
outer envelopes”, there is a rack with 14 empty bins labeled “drop box”
o Onthe long wall behind the blue crest sorter, there are the following racks
= 2 bins with outer envelopes init. | am unsure if the privacy envelope had
been removed or not.
= 28 bins with outer envelopes init. | am unsure if the privacy envelope had
been removed or not.
= 8racks with 30 bins with outer envelopes init. | am unsure if the privacy
envelope had been removed or not.
= 29 bins 1 empty, the non-empty bins are containing outer envelopes. | am
unsure if the privacy envelope had been removed or not.
o Adjudication station was unmanned AND UNLOCKED

5.1.12. Check-In7:23 pm

There are no people in the main counting room looking at secrecy envelopes
There is 0 people in Annex room 1

There is nobody in Annex room 2

There is nobody in Annex room 3 watching the drop box surveillance video
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e There is nobody in Annexroom 4

e Thereis nobodyin Annexroom 5

e Annexroom 6 has 0 peopleinit

e ThelT areais empty

o |nthe BlueCrest Room, there is the following

o There are 0 manned scanning stations and 0 unmanned unlocked scanning
stations.
o 3racks near the opening to the main room
=  One with 19 bins, 10 empty.
=  One with 24 bins, 4 empty.
=  One with 25 bins, 3 empty
o Between the scanning station and the space labeled “work area used to remove
outer envelopes”, there is a rack with 14 empty bins
o Onthe long wall behind the blue crest sorter, there are the following racks
= 7 bins with outer envelopes init. | am unsure if the privacy envelope had
been removed or not.
=  9racks with 30 bins with outer envelopes init. | am unsure if the privacy
envelope had been removed or not.
= 1 racks with 6 bins with outer envelopes in it. | am unsure if the privacy
envelope had been removed or not.
o There were 5 men at the adjudication station, 3 of them were ClearCast employees.
| overheard them saying “Shouldn’t be in there 3 times”.
o The trash bin with the privacy envelopes in it was half full.

5.1.13. Check-In7:34 pm

There was 1 laptop in the IT area and 6 IT guys there

5.1.14. Check-In7:44 pm

The dragon room was empty except for ClearCast Employees. | knew that they were ClearCast
employees because they were wearing black tee shirts with the “ClearCast” logo on it. They are
scanning a stack of about 2 %2” - 3” thick stack of ballots. There was no county employee in sight.

5.1.15. Check-In7:58 pm
The dragon started
Envelope opener lady is sitting in the main counting room.
There are 9 employees waiting .
The facilitator is watching the drop box videos
There are 2 people waiting in annex room 4

There are 4 people in annex room 1
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5.1.16. Check-In8:02 pm

e There are 8 people in the main counting room working on separating the mail-in ballots from
the envelope
e Thereis 1 personin Annexroom 1
e There are 4 people in Annex room 2
e There is nobody in Annex room 3 watching the drop box surveillance video
e Thereis nobodyin Annexroom 4
e There is nobody in Annexroom 5
e Annexroom 6 has 0 peopleinit
e There is1 rack inthe main room with 8 bins of unopened envelopes.
e They have not started importing the USB drives yet
e |nthe BlueCrest Room, there is the following
o 2racks near the threshold to the main room
=  Onewith 19 bins, 11 empty. The rack s labeled “overflow”
= One with 24 bins, 3 empty. The bins have outer envelopes in them. I am
unsure if the privacy envelope had been removed or not.

o There are 0 manned scanning stations and 10 unmanned unlocked scanning
stations.
o There is one rack, labeled “drop box”, between the scanning stations and area
marked “work area used to remove outer envelopes” on the map in this document.
It has 11 empty bins. The bins have outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.
o Onthe long wall behind the blue crest sorter, there are the following racks
= 7 bins, 1 empty. The bins have outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.
= 10 racks with 30 bins with outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.
o There are 2 ClearCast employees and 2 election workers at the adjudication station.
o There are 2 ClearCast employees sitting in front of their laptops.

5.1.17. Check-In8:13 pm

e 1 of the “Overflow!” carts was moved from the BlueCrest room to the main room.

e There are 9 people in the main counting room

e There are 4 people in Annex room 1

e There are 4 people in Annex room 2

e There is nobody in Annex room 3 watching the drop box surveillance video

e Thereis nobodyin Annexroom 4

e There is nobody in Annexroom 5

e Annexroom 6 has 1 guy on his phone. He has a laptop. There’s a cord. | can’ttell ifit’s an IP
cord, or a power cord.

e The following racks appear in the main room
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o 17 bins

o 21bins
e ThelT area is has some men playing games
e Inthe BlueCrest Room, there is the following

o There are 0 manned scanning stations and 10 unmanned unlocked scanning
stations.
o Onthe long wall behind the blue crest sorter, there are the following racks
= 7 bins with outer envelopes in them. | am unsure if the privacy envelope had
been removed or not.
= 10 racks with 30 bins with outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.
= There are 2 racks across from the 10 racks
e 7 emptybins
e 5Semptybins
o Thereis a lady at the floor filling a bin from the drop box ballot bag.
o There are 3 men at the adjudication station. | can’t see if they’re county employees
or not
o There are 2 ClearCast employees sitting in front of their laptops.
e The garbage canis half full with privace envelopes

5.1.18. Check-In8:23 pm

Bob Harvie arrives

5.1.19. Check-In 8:28 pm

A guy with 4 clear plastic bins is heading to the IT area. The bins have a number of stylus’ and 2
strange looking things similar to a usb with a round cylinder attached that have pins coming off. |
believe they were keys to the lock boxes.

5.1.20. Check-In 8:43 pm

e There are 9 people in the main counting area
e There are 4 people in Annex room 1
e There are 5people in Annex room 2
e There is nobody in Annex room 3 watching the drop box surveillance video. | stopped and
watched the video for a moment. There was a woman in a red sweater standing next to the
drop box at a library. Then a few minutes later, somebody shows up to remove the ballots.
e Thereis 1 personin Annexroom 4
e Thereis 1 personin Annexroom 5
e Annexroom 6 has 2 people in it and there are a number of plastic boxes in it.
e The T guys are ready and waiting. There’s 5 laptops and 6 men. Allthe laptops are
connected to tcpip lines so they are either on the internet or a private network.
e There are 2 racks in the main room
o One with 24 boxes, 3 were upside down boxes in it.
o One with 11 upside down boxes in it.

Page 19 of 46



e The usb drives have not arrived in the IT area yet.

e Thetrash bin with the empty privacy envelopes is 1/2 full

e Inthe BlueCrest Room, there is the following

o Thereis 1 rack between the scanning stations and area labeled “work area used to
remove outer envelopes” on my map
= 13 bins, 11 empty
o Onthe long wall behind the blue crest sorter, there are the following racks
= 7 bins with outer envelopes in them. | am unsure if the privacy envelope had
been removed or not.
= 10 racks with 30 bins with outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.

e | overheard a conversation between the ClearCast employees and Gale Humphrey. The
ClearCast employee explained that when the ballot gets scanned, the scanner creates a
pdf of the ballot. The scanning application then reads the pdf and creates an xmlfile with
the names of those who have been selected. Inthe xml, there are 3 name fields. If the
correct name doesn’t match the name that candidate had in the clearcast DB, then that
candidate’s votes don’t count. | wrote down the name Warren.

5.1.21. Check-In 8:58 pm

e There are 4 people in the main counting room

e There are 4 people in Annex room 2

e Thereis 1 personin Annex room 3 watching the drop box surveillance video

e Thereis nobodyin Annexroom 4

e There is nobody in Annexroom 5

e Annexroom 6 has a number of clear boxes in it

e There are 2 racks in the main room
o One with 24 boxes, 2 were upside down boxes in it.
o One with 18 upside down boxes in it.

The usb drives have not arrived in the IT area yet.

The trash bin with the empty privacy envelopes is % full

5.1.22. Check-In9:23 pm

e There is nobody in Annexroom 1

e Thereis nobody in the main counting room

e Thereis nobodyin Annexroom 2

e Thereis 0 personin Annex room 3 watching the drop box surveillance video
e Thereis nobodyin Annexroom 4

e There is nobody in Annexroom 5

e There are no racks in the main room

e Theusbdrives have are inthe IT area.

e A ClearCast employee yells “stop the merge. 1 pollwasn’t closed out”
e Thetrash bin with the empty privacy envelopes is % full

e Inthe BlueCrest Room, there is the following
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A rack of 25 bins near the threshold to the main room, 1 of them are upside down
There are 3 manned scanning stations and 7 unmanned unlocked scanning
stations.
There are 3 racks between the scanning stations and area labeled “work area used
to remove outer envelopes” on my map
= 14 empty bins
= 18 bins, 11 upside down. The rightside up bins have outer envelopes in
them. | am unsure if the privacy envelope had been removed or not.
= 24 bins, 3 upside down. The rightside up bins have outer envelopes in them.
| am unsure if the privacy envelope had been removed or not.
On the long wall behind the blue crest sorter, there are the following racks
= 7 bins with outer envelopes inthem. | am unsure if the privacy envelope
had been removed or not.
= 10 racks with 30 bins with outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.

| heard a ClearCast employee tell them to “stop the merge”

5.1.23. Check-In9:26 pm

Flashing error

5.1.24. Check-In9:30 pm

Someone found a 3” stack of ballots in the racks where the outer envelopes are being stored.

5.1.25. Check-In9:35 pm

Bluecrest sorter starts back up. There had been a problem. The trash bin with the empty privacy
envelopes initis % full was taken off it.

5.1.26. Check-In10:06 pm

They have started opening ballots

e Thereis nobody in the main counting room

e There are 3 people in Annex room 1

e There is nobody in Annexroom 2

e Thereis nobodyin Annex room 3 watching the drop box surveillance video
e Thereis nobodyin Annexroom 4

e There is nobody in Annexroom 5

e Annexroom 6 has a number of clear boxes in it and no people in it

e There are no racks in the main room

e Thereis one worker opening envelopes

e The following drop box bags appear

O
O
O
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O

Margaret Grundy Library

e Theusbdrives are in the IT area.

O
O

There are 4 guys importing USB drives
There are 2 guys double-checking the import

e Thetrash bin with the empty privacy envelopes is 1/2 full
e Inthe BlueCrest Room, there is the following

O

O

O

A rack of 26 bins near the opening to the main room, 2 of them are upside down

There are 0 manned scanning stations and 10 unmanned unlocked scanning
stations.
There are 3 racks between the scanning stations and area labeled “work area used
to remove outer envelopes” on the map in this document
= 15bins, 2 upside down
= 18 bins upside down
= 23 bins, 11 upside down
On the long wall behind the blue crest sorter, there are the following racks
= 7 bins with outer envelopes in them. | am unsure if the privacy envelope had
been removed or not.
= 10 racks with 30 bins with outer envelopes in them. | am unsure if the
privacy envelope had been removed or not.
There are 3 ClearCast employees and 1 election workers at the adjudication station.

5.1.27. Check-In10:30 pm

e There are 10 people in the main counting room
e There are 6 people in Annex room 1
e There is nobody in Annexroom 2

e Thereis nobody in Annex room 3 watching the drop box surveillance video
e Thereis nobodyin Annexroom 4
e There is nobody in Annexroom 5

e Annexroom 6 has a number of clear boxes in it and no people in it. They are looking full.
e There are no racks in the main room
e The following drop box bags appear

O

O O O O

O

Yardley Makefield
Bensalem Library
Perkasie Library

Lower Bucks Government
Margaret Grundy Library
Warminster Library

e The usb drives are in the IT area.

O
O
O
O

There are 4 guys importing USB drives

There are 2 guys double-checking the import
There was 1 Clearcast employee

There was 1 lady standing there

e The trash bin with the empty privacy envelopes is 1/2 full
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In the BlueCrest Room, there is the following

o There are 0 manned scanning stations and 10 unmanned unlocked scanning
stations.
o There are 2 racks between the scanning stations and area labeled “work area used
to remove outer envelopes” on the map in this document
= 24 bins, 2 upside down
= 12 empty
o Onthe long wall behind the blue crest sorter, there are the following racks
= 18 empty bins
= 7 bins with outer envelopes in them. | am unsure if the privacy envelope had
been removed or not.
= 9racks with 30 bins with outer envelopes in them. | am unsure if the privacy
envelope had been removed or not.
= 1 rack with 29 bins with outer envelopes in them. | am unsure if the privacy
envelope had been removed or not.
o There are 3 ClearCast employees working on adjudication

5.1.28. Check-In10:35 pm

| was in the BlueCrest room counting the bins on the long wall behind the blue crest sorter when the
sorter stopped, and | heard someone on the other side of the sorter shout out,”Machine broke.
Hand Count”.

5.1.29. Check-In10:55 pm

There are 5 people in the main counting room, 3 are opening outer envelopes, 2 are double-
checking the privacy envelope to make sure there are no ballots, prior to disposal.
There are 6 people in Annex room 1
There are 6 people in Annex room 2
Annex room 6 has a number of clear boxes in it and no people init. They are looking full.
There are no racks in the main room
There’s one cart with 2 bins in the main counting area
The usb drives are in the IT area.
o There are 4 guys sitting at the laptops. They appear to be finished
o There are 2 guys double-checking the import
The trash bin with the empty privacy envelopes is 2/3 full
In the BlueCrest Room, there is the following

o There are 2 manned scanning stations and 8 unmanned unlocked scanning
stations.
o Thereis arack near the threshold going to the main counting room with 26 mostly
empty bins.
o There are 2 racks between the scanning stations and area labeled “work area used
to remove outer envelopes” on the map in this document
= 23 bins, 3 upside down
= 2empty
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o Onthe long wall behind the blue crest sorter, there are the following racks
= 18 mostly empty bins, 11 upside down
= 7bins
= 10 racks with 30 bins9 racks with 30 bins with outer envelopes inthem. | am
unsure if the privacy envelope had been removed or not.
= 1 rack with 7 empty bins
= 1 rackwith 5 empty bins
o There are 2 election workers working on adjudication

5.1.30. Check-In11:08

The privacy envelope trash bin is starting to get full. I’'m watching the workers dispose of the privacy
envelopes. They rip them open to ensure no ballots are left inside, and they toss them into a small
bin. When the small bin is full, they walk the small bin over to the garbage can and dispose of

5.1.31. Check-In11:20 pm

They compressed the garbage bin with the privacy envelopes down smaller.
There are 13 people in the main counting room, 2 are double-checking the privacy envelope
to make sure there are no ballots, prior to disposal.
There are 4 people in Annex room 1
There are 8 people in Annex room 2
There is nobody in Annex room 3 watching the drop box surveillance video
There is nobody in Annex room 4
There is nobody in Annexroom 5
Annex room 6 has a number of clear boxes in it and no people in it. They are looking full.
There are no racks in the main room
There’s one cart with 8 bins in the main counting area
There are 6 IT guys waiting in the IT area.
In the BlueCrest Room, there is the following
o The sorter made a clunking noise and one of the workers said “I think it broke”.

o There are 9 manned scanning stations and 1 unmanned unlocked scanning
stations.
o There are 2 racks between the scanning stations and area labeled “work area used
to remove outer envelopes” on the map in this document
= 24 mostly empty bins, 2 upside down
= 2 empty bins
o Onthe long wall behind the blue crest sorter, there are the following racks
= 18 mostly empty bins, 11 empty bins
= 7bins
= 10 racks with 30 bins
= 1 rack with 6 empty bins
= 1 rackwith 5 empty bins
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o There are 2 election workers working on adjudication

5.1.32. Check-In11:32

| heard Gail Humphrey say “Look under every stone, under every desk. Everywhere” |thought there
were more missing ballots, but it turned out they were looking for a box of rubber bands.

5.1.33. Check-In11:41 pm

e There are 6 people in the main counting room
e There are 4 people in Annex room 1
e Thereis nobodyin Annexroom 2
e Thereis 0 personin Annex room 3 watching the drop box surveillance video
e There is nobody in Annexroom 4
e Thereis nobodyin Annexroom 5
e Annexroom 6 has a number of clear boxes in it and no people in it. They are looking full.
e There are no racks in the main room
e Theusbdrives are in the IT area yet.
o There are 3 guys importing USB drives
o There are 2 guys double-checking the import
e Inthe BlueCrest Room, there is the following

o There are 8 manned scanning stations and 2 unmanned unlocked scanning

stations.
= Thereis 1 rack near the threshold going to the main mailbox area with 27
bins.

o Thereis 1 rack between the scanning stations and area labeled “work area used to
remove outer envelopes” on the map in this document
= 7 empty bins
o Onthe long wall behind the blue crest sorter, there are the following racks
= 18 mostly empty bins, 11 upside down

= 7 bins
=  9racks with 30 bins
= 29 Dbins
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6. Map of the Board of Elections
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7.The Election Process

This process documentation does not cover what happens during in-person voting. It only covers
the processing that occurs at the Board of Elections in Doylestown on election day.

7.1.High-Level

I
— T

More than 1 month / Within 1 month of Election Day
Before Election Day

Mail-Ins Printed/ JV
Mail-In Ballot Application Processing Candidate Ballot Delivered/ Filled out, and|
List Created Designed Cured >
—~ /’/

-

During Election Day After Election Day

1. Starting more than 1 month prior to election day
a. Mail-in Ballot applications are processed. Permanent voters are sent a ballot
application automatically, and any voter who requests a mail-in ballot application is
sent one.
2. Starting 1 month prior to election day
a. Mail-in Ballot applications are processed. Any voter who requests a mail-in ballot
application is sent one.
b. Ballots are designed Ballots are designed by the Bucks County Board of Elections
and approved by the Secretary of State
c. Mail-in Ballots are pre-processed. Mail-in Ballots are checked for the existence of
a signature and a date, and the date is validated.
d. Mail-in Ballots are cured. The Bucks County Board of Elections gives voters who
make a mistake (either forgetting to sign the envelope or making a mistake with a
date) are given a chance to correct it.
3. During Electio Day
a. Mail-in Ballots are pre-processed. Mail-in Ballots received on election day are
checked for the existence of a signature and a date, and the date is validated.
b. Mail-in Ballots are processed. Mail-in Ballot envelopes are opened and
processed.
c. Mail-in Ballots are cured. The Bucks County Board of Elections gives voters who
make a mistake (either forgetting to sign the envelope or making a mistake with a
date) are given a chance to correct it.
4. After Election Day

Page 27 of 46



a. The Canvass occurs. This document doesn’t cover the process of canvasing.

7.2.Before Election Day

7.2.1. Mail-in Ballot Application Process
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7.2.1.1. Permanent Voter Mail-In-Ballot Application

The permanent voter automatically gets a mail-in ballot application sent to them prior to every
election.

Permanent Voter

2. Voter fills oul MIB Application

6. Mistaken voters filla out new MIE Application
5. Moilce Seni About Mistakes

-
7 ur.?mer submits MIE Application

1 aMiB Application delfvered o permanes
Voters:

45 Voter sends MIB Applicatdon vis US Majl
bl . %

4, BOE validates the MIE Application | fas 3. Voter inkes MIB Appllcsiion o BOE

1. WIB Application sent tn permanent
i, BOE validates the MIE Application Vider

5
Abbreviations L . . L e l7a—| ‘
T.a Voter takes MR Application to the Bonrd of Elections TE 7.8 Voter sends MIS Appiication via US Mafl

BOE Board of Elections

mis Mallin Ballot . 1

3.b WIE dativered to BOE

7.b MIE dulivered in BOE

1. MIB Application sent to permanent voters When the voter registers to vote, there’s a
checkbox with the text “Permanent Voter” on it. Having this checkbox checked means that
the voter will automatically be sent a mail-in ballot application for every election. This is
the first thing that the Board of Elections does when preparing for an upcoming election.
The Board of elections will send the voter mail-in ballot application in the mail.

2. Voter fills out MIB Application. When the voter receives their application, they will fill it
out.

3. Voter Submits Application The voter has 2 options for delivering their mail-in ballot
application to the board of elections. 1) They can either send it in the mail or 2) they can
take it directly to the board of elections.

4. Board of Elections validates Mail-In Ballot Application Every day until the date the
applications are not longer allowed, the Board of elections will validate that the application
has a name, address and signature.

5. Notice Sent about Mistakes If the mail-in ballot application is missing the name, address,
or signature, the Board of Elections will send the voter a notice letting them know that their
application has been declined and why. This notice will tell them to re-submit their mail-in
ballot application. If the Board of Elections has the voter’s email address, they will send
them an email. If the Board of Elections has the voter’s phone number, they will call the
voter. The Board of Elections will always send a post card through the mail.

6. Voter fills out new Mail-In Ballot Application
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6. BOE validates MIB Application

7. Voter resubmits new Mail-In Ballot Application. Again, the voter can either bringitin
person or send it through the mail, unless it’s the final day of processing applications. In
this case, they need to bring it in person.

7.2.1.2.  On-Demand Voter Mail-in Ballot Application

On-Demand Application

4, Voter fills out MIB Application

-
1. Voter asks for MIB 8. Mistaken voters fills out new MIB Application
Bucks County Application

Website

Voters
|

3. MIB Application delivered to Voter
- 3 -

" Hotice Sem About Mistakes | Abbreviations

L Voter asks for MIB
Application

BOE Board of Elections

Board of

Mail in Ballot
10. BOE validates MIB MIB vie E

: Elections | 5. voter akes MIB Appliasidn to BOE
Application

a

9
2
9.b 9 voter takes MIE application to BOE 5.a Voter sends MIB Application via US Mail

| :

9.a Voter sends MIB Application via US Mal
r
2 MIB Application sent to post office

5.b . - 5.b
5.b MIB Application delivered to BOE

US Post Office

2.b MIB Application delivered to BOE

An On-Demand voter needs to ask for a mail-in ballot application if they are going to be voting by

mail.

1. Voter Asks For a Mail-In Ballot Application. The voter can either go to the Board of Elections
in person or fill out a request for a mail-in-ballot application online.

2. Mail-In Ballot Application Sent to post office. The Board of Elections drops a mail-in ballot
application in the mail.

3. Mail-In Ballot Application Delivered to voter The post office delivers the mail-in-ballot
application to the voter.

4. Voter fills out MIB Application.

5. Voter Submits Application The voter has 2 options for delivering their mail-in ballot
application to the board of elections. 1) They can either send it in the mail or 2) they can take it
directly to the board of elections.

6. Board of Elections validates Mail-In Ballot Application Every day until the date the
applications are not longer allowed, the Board of elections will validate that the application has
a name, address and signature.

7. Notice Sent about Mistakes If the mail-in ballot application is missing the name, address, or

signature, the Board of Elections will send the voter a notice letting them know that their
application has been declined and why. This notice will tell them to re-submit their mail-in
ballot application. If the Board of Elections has the voter’s email address, they will send them
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an email. If the Board of Elections has the voter’s phone number, they will call the voter. The
Board of Elections will always send a post card through the mail.

8. Voter fills out new Mail-In Ballot Application
9. Voter resubmits new Mail-In Ballot Application Again, the voter can either bring it in person or
send it through the mail, unless it’s the final day of processing applications. In this case, they
need to bring itin person.
7.2.2. Ballot Design Process
7.2.2.1. Candidate Creation List
7.2.2.1.1. Federal/State-Wide Races Candidate List Creation
1. Candidate Gathers
Petitions
—
2. Candidates Submit Petili:; Candidates 5: Candidates Challents sach other
Abbreviations |
BOE Board of Elections Bucks County

Board of

8. Court Decides Case
Elections
Repeaat steps

State Court 47]

5-9 until Deadline

3. Candidates added on a lis'

j_r

4. List sent to BOE
Secretary of 6 noticce is given
G State
7 noticce is given A 9 noticce is given
-
10 noticce is given

11. Final Candidate List

Candidate Gathers Petitions In order to get their name on the ballot, a candidate is
required by law to gather signatures from citizens. The list of these signatures is called a
petition. The candidate is not allowed to start collecting signatures until the date that
signature gathering starts.

Candidate Submits Petitions The candidate submits all their signatures to the Secretary
of State’s office. There is a deadline for this.

Candidates are added on a List. When the candidate submits their petitions, they are
added to the unofficial list of candidates at the Secretary of State’s office.

Candidate List sent to Board of Elections. The Secretary of State’s office sends the
unofficial list to the Board of Elections and continues to update the list untilitis finalized.
Periodic updates are sent to the County Board of Elections.

Candidates challenge each other in state court. Candidates have the right to challenge
the petitions of other candidates, and they quite often do. If the candidate who is being
challenged loses their race, they will be removed from the list of candidates. The court
notifies the secretary of state that a challenge is happening. The Secretary of State flags the
candidate as being challenged.

Note: | am unsure if the candidate starts a challenge from the court or the secretary of
state’s office, but | do know that the courts ultimately make the decision.
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6. Notice is Given to the Secretary of State The Secretary of state will flag the candidate as
potentially being removed.

7. Notice is given to the Board of Elections The state lets the county know that a candidate
is being challenged.

8. The Court decides the case The judge, at some point, decides either to remove the
challenged candidate or to keep them.

9. Notice is given to the Secretary of State. The court gives the Secretary of State’s office
notice that the lawsuit has been decided and lets them know who won.

10. Notice is given to Board of Elections. The Secretary of State sends notice to the County
letting them know if the candidate will be staying on the ballot or not.

11. The Final Candidate List is given to the Board of Elections Once all lawsuits have been
decided, the candidate list is finalized by the Secretary of State and sent to the County
Board of Elections.

Page 32 of 46



7.2.2.1.2. County & Local Races Candidate List Creation

1. Candidais Gathers
13. Candidate st modified 3. Candidatss added on a lkst Petitions

hJ b

Candidates

2 Candidgates Submil Petitions

Bucks County Board of Elections

8. Candidate fist modified

1§ ¥1 |

] 16 12 T notivoe i5 given

Repeaal sieps

11, Ciourt Decides Case 6-12 L!.:II.'I
Deadiine

12 notices is ghven| County Courl |

g 4
i, Candidates Challenge ench other

8 noticee la ghven

16. Final List Sant o BOE

4. List sent to Sec of St

B
14 noticce ks ghn .
v *‘ 1B
14 - ¥ |
10, Candidates list modified
Secretary of State 16, Camdidate list is finalized
.
-
' &

5, Candidames added onalist 15, Candidate =2 s modified

1. Candidate Gathers Petitions In order to get their name on the ballot, a candidate is
required by law to gather signatures from citizens. The list of these signatures is called a
petition. The candidate is not allowed to start collecting signatures until the date that
signature gathering starts.

2. Candidate Submits Petitions Because this candidate is running in a county or local race,
candidate submits all their signatures to the Bucks County Board of Elections. Thereis a
deadline for this.

3. Candidates are added on a List. When the candidate submits their petitions, they are
added to the unofficial list of candidates at the Bucks County Board of Elections

4. List sentto the Secretary of State. The Bucks County Board of Elections send the
Secretary of State’s office sends the unofficial list of county and local candidates. Periodic
updates are sent back and forth to the State.

5. Candidates are added on a List. The Secretary of State adds the candidates to their list of
candidates.

6. Candidates challenge each other in court. Candidates have the right to challenge the
petitions of other candidates, and they quite often do. If the candidate who is being
challenged loses their race, they will be removed from the list of candidates. The court
notifies the secretary of state that a challenge is happening. The Secretary of State flags the
candidate as being challenged.
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Note: | am unsure if the candidate starts a challenge from the court or the Board of
Elections, but | do know that the courts ultimately make the decision.

7. Notice is Given to the Bucks County Board of Elections The court notifies the Board of
Elections to let them know that one candidate has challenged another candidate’s
signatures.

8. Candidate List is Modified The county modifies its candidate list to flag the candidate as
potentially being removed.

9. Notice is given to the Secretary of State’s Office The county lets the state know that a
candidate is being challenged.

10. Candidate List is Modified The state modifies its candidate list to flag the candidate as
potentially being removed.

11. The Court decides the case The judge, at some point, decides either to remove the
challenged candidate or to keep them.

12. Notice is given to the Bucks County Board of Elections. The court gives the Board of
Elections notice that the lawsuit has been decided and lets them know who won.

13. Candidate List is Modified. If the challenge succeeded, then the candidate who was
challenged will be removed from the list of candidates at the Board of Elections

14. Notice is given to Secretary of State. The County sends notice to the Secretary of State
letting them know who won.

15. Candidate List is finalized The state modifies its candidate list

16. The Final Candidate List is given to the Board of Elections Once all lawsuits have been
decided, the candidate list is finalized by the Secretary of State and sent to the County
Board of Elections.
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7.2.3. Mail-In Ballot Design, Pre-Processing, & Curing
7.2.3.1.  Mail-In Ballot Design and Distribution

9. Ballots Printed

2. County Designs Ballot 5. Ballot redesigned [ v

L Y 8 Design and Voter List Sent . Ballots send to Voter

NPC

1 13. vote takes baliot to Board of Elections
Bucks County Board of Elections < Post Office
ucks County Board of Elections 13.a Ballot taken to Board of Elections

[}
122 13 { )
{13.a Ballot defivered to Board of Elections L 10. Ballots send to Post Office
i ———

*
Steps 5-6 are 4
repeated until ‘
the State
Approves the
4. Draft rejected Ballot Design

L
6. Draft Sent for Approval
1 Voters
» 6

3

i

3. Draft Sent for Aj | i3a 5
raft Sent for Approval 7. Draft approved Drop Box 1

13. voter places ballot in drop box

inal Candidate

L e T

f— s

S 12. Voter Fills out Ballot
US Past Office | foter Fills ou of
13, voter places ballot in mail

Secretary of State

1. The Final Candidate List is given to the Board of Elections This is the indication that the
ballot design can begin

2. County Designs Ballot. Bucks County uses Clear Ballot to design the ballot

3. Draft sent for approval. The county sends the ballot designs to the Secretary of State’s
office for approval.

4. Draftis Rejected. Technically, the draft could be approved on the first submittal, but |
wanted to show what happens if it is rejected.

5. County modifies design. The county makes needed modifications.

6. Draft sent for approval. The county sends the ballot designs to the Secretary of State’s
office for approval.

7. Draftis Approved. Technically, the draft could be rejected again, and if this were the case,
steps 5-6 will be repeated until the draft is approved. Once the draft is approved, the ballot
is ready to be mailed out.

8. Design and Voter List Sent. NPC is a company in Pittsburgh. It has a U.S. Post Office
inside of it. The Boad of Elections uses NPC to print out the ballots and mail them to the
voter.

9. Ballots are printed. NPC prints out the ballots

10. Ballots are sent to the post office There is a US post office inside the NPC building, so the
ballots are securely taken there.

11. Ballots are send to the voter. The US Post office sends the ballot to the voter through the
U.S. Postal Service.

12. Voter Fills Out Ballot. Once the voter receives their ballot, they enter their choices. Then
they fold the ballot and stuff it inside the privacy envelope. Now that the ballot is safely
hidden inside of the privacy envelope, the voter stuffs privacy envelope inside the outer
envelope. Next the voter signs and dates the outer envelope.
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13. Ballot is delivered to the Board of Elections. The voter has 3 ways to get the mail-in ballot
to the Board of Elections

O

7.2.

U.S. Mail. By far the easiestis to drop it in the mail and let the U.S. Postal Service
deliver the ballot to the Board of Elections.

Drop Box. There are several drop boxes in the county the voter can take their ballot
to.

In-Person Delivery. Also, an option, the voter can take it in person to the Board of
Elections.

3.2.  Mail-In Ballot Pre-Processing

This image assumes no errors found in the pre-processing of the Mail-In Ballot

1. MIB
Pre-validation

Y

2. Blue Crest Scan

Bucks County Board of Elections

BlueCrest

Scanner

3. Ballot Scanned

8 US Post Office |-

Voters

8. Notification Semt 9. Notification Delivered

7. Notification Sent reviati
4, Signature Verified Abbreviations
[ ] 5. Voter Verification BOE Board of Elections
L b [ 3 s
¥ L2 B | mMie Mail in Ballot 6
Secretary of State ‘ 6

‘ 6. Notification Sent

1. MIB Pre-validation By law, the county may not open the mail-in ballot until election day,
but there are some steps that the county is allowed to take prior to election day. Priorto
scanning the envelopes and registering them with the state, the county does the following
to the mail-in ballots it receives:

o Validates that a signature exists on the envelope. If the signature is missing, this

ballot is taken to the segregated ballot room. This room is locked, and only

authorized personnel are allowed in. These ballots then go through the curing

process. The curing process is the county’s way of giving the voter the opportunity

to fix their mistakes.

o Validates that a date exists on the envelope and that it’s within the acceptable
range. If there is no date, or the date is not in the acceptable date range, this ballot
is taken to the segregated ballot room. This room is locked, and only authorized
personnel are allowed in. These ballots then go through the curing process. The
curing process is the county’s way of giving the voter the opportunity to fix their
mistakes.
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o Validates the existence of the privacy envelope. When the voter fills out their
mail-in ballot, the voter puts the mail in ballot in the privacy envelope and then
places the privacy envelope inside the outer envelope. The privacy envelope has a
new design this year. It used to be white and easy to confuse with the ballot. This
time, itis yellow and easy to detect. There’s a hole on the outer envelope. It’s on the
bottom. The intent of this hole is to keep your vote hidden. The privacy envelope is
yellow, and the ballot is white. If the voter forgot to put the ballot inside the privacy
envelope, the ballot cannot be accepted. In this case, the hole will show up white,
notyellow. If the privacy envelope isn’t found, the ballot is taken to the segregated
ballot room. This room is locked, and only authorized personnel are allowed in.
These ballots then go through the curing process. The curing process is the county’s
way of giving the voter the opportunity to fix their mistakes.

2. Blue Crest Scan. This is the process by which the state and county can determine which
voters have submitted a ballot. This is a scan of the outer envelope only. The envelopes are
NOT opened yet. The board of Elections either uses the BlueCrest sorter to scan the outer
envelopes, or uses a hand scanner (for smaller batches) to scan the envelopes. They may
opt to both sort and scan at the same time or just to scan. When sorting happens, a large
batch of ballots is fed through the machine, the bar code is read, and the ballot is spitinto a
bin for the municipality or precinct.

3. Ballot Scanned. The BlueCrest Sorter or the hand scanner calls the state’s Sure System
API to tell it that the ballot has been scanned.

4. Signature Verified. The Sure system is supposed to be verifying that the signature matches
what’s registered with the state. THEY AREN’T DOING THIS NOW. THE SYSTEM IS DOWN!!!

5. Voter Verification. The sure system checks to verify that the voter is registered to vote in
that municipality and that they haven’t voted twice.

6. Notification Sent to Voters. The Sure system sends an email, phone call, and or text
message to the voter if it has any of this information.

7. Notification Sent to the Board of Elections. The Sure system sends a notification to the
BlueCrest Scanner that the ballot has been pre-verified.

8. Notification Sent to the U.S. Post Office. The Board of Elections sends a post card to the
post office telling the voter that their mail-in ballot has been received.

9. Notification Delivered to the Voter. The U.S. Postal Service delivers the notification to the
voter.
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7.2.3.3. Mail-In Ballot Curing

Curing is the name coined for fixing broken mail-in ballots. The curing process happens until
election day at the Board of Elections and the day before election day at the Government Services
locations. On election day, you would need to come into the Board of Elections in person. The
curing process for missing signature is different from the other curing process. The missing
signature doesn’t result in canceling the original ballot. All otherissues result in canceling the
original ballot

7.2.3.3.1. Missing Signature

1. Ballotis
Segregated 8 Ballot is De-Segregated
A * 1 P 4. EmailiTextiPhone
S e 7
Bucks County Board of Elections 7. Voter Comes In to Sign Unsigned Ballot

i

3. Comtact Info Returned

2. Ask for Contact Info | 5. PostCard Sent
»| US Post Office _

* 6. PostCard Delivered

\Voters

Secretary of State

Ballot is Segregated The ballot is locked into the segregation room and placed in the bin
labeled “missing signature”

Ask for Contact Info. The Board of election calls the Secretary of State APl (Website) and
gets all the contact information for the voter.

Contact Info Returned. The Secretary of State returns the Email and/or Phone Number
and/or Mobile number of the voter (if they exist) to the County Board of Elections.
Email/text/Phone. If the emailis known, the county sends the voter an email letting them
know their ballot isn’t signed. If the mobile number is known, the county sends the voter a
text message letting them know their ballot isn’t signed. If the phone number is known, the
county calls the voter to inform them that their ballot isn’t signed.

Post Card Sent. The board of elections sends a post card to the voter via the US mail
letting them know that their ballot isn’t signed

Post Card Delivered. The US Postal Service delivers the post card to the voter.

Voter Comes in to Sign Unsigned Ballot. The voter comes into the Board of elections and
signs the ballot.

Ballot is De-segregated. The board of elections takes the ballot and places it back into the
pile of ballots left to be processed.

Page 38 of 46



Any oth
created

7.2.3.3.2. Otherissues
erissues will result in the original ballot being cancelled, and a new mail-in ballot will be

12. New Ballot PreProcessed

1. Ballot is

Segregated  11- Original Ballot moved in canceled bin 8. New Ballot Printed

Y Yy | y L 4. EmaillTextiPhone
9. New Ballot Given to Voter ]
: oz S -

10. Voter Submits new ballot
-
Bucks County Board of Elections
= T
8. New Ballot Printed
Y A Y
2. Ask for Contact Info T 7 Vioter Cancels Ballot
L
3. Contact Info Returned | Bucks County Government 9. New Ballot Given to Voter
P Ll
0.2 Balkifs aant Offices 0. Voter Submits new ballot Voters
5. PosiCard 5 1
I ostCard Sent »USPostOffice|
: 6. PostCard Delivered
Secretary of State
1. Ballotis Segregated The ballot is locked into the segregation room and placed in the bin

labeled with what is wrong with it.
Ask for Contact Info. The Board of election calls the Secretary of State APl (Website) and
gets all the contact information for the voter.
Contact Info Returned. The Secretary of State returns the Email and/or Phone Number
and/or Mobile number of the voter (if they exist) to the County Board of Elections.
Email/text/Phone. If the email is known, the county sends the voter an email letting them
know their ballot isn’t signed. If the mobile number is known, the county sends the voter a
text message letting them know their ballotisn’t signed. If the phone number is known, the
county calls the voter to them know their ballot isn’t signed.
Post Card Sent. The board of elections always sends a post card to the voter through the
US mail letting them know that their ballot isn’t signed
Post Card Delivered. The US Postal Service delivers the post card to the voter.
Voter Cancels Ballot. The voter cancels their ballot using one of the following methods

o Thevoter can goin person to the Board of elections

o Thevoter can go to any of the Government services locations.
New Ballot is Printed. Both the board of elections AND the government services locations
have ballot printers. When the voter comes in to cancel the ballot, the government services
or board of elections prints a new mail-in ballot for the voter.
Ballot Given to Voter. The voter is given a new outer envelope with a new bar code, a
secrecy envelope, and a ballot. They are instructed to fill out their ballot, to place it inside
the secrecy envelope, to place the secrecy envelope inside the outer envelope and to sign
and date the outer envelope.
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10. Voter Submits New Ballot. The voter fills out their ballot, places it inside the secrecy
envelope, places the secrecy envelope inside the outer envelope and signs and dates it,
and then handsiitin.

a. Ballots Sent. If the voter went to the Bucks County Government Offices,
then the ballot gets sent to the Board of Elections

11. Original Ballot moved to cancelled bin. The original ballot is cancelled out and it is moved
to the canceled bin in the segregation room. The segregation room is locked. If anybody
were to attempt to Blue-Crest scan the outer envelope, the ballot would not be accepted
because the State’s SURE system knows that each envelope has a unique bar code. It will
know that the previous ballot has been canceled already.

12. The new ballot is PreProcessed. The new ballot goes through the Mail-In Balllot Pre-
Processing process described earlier in this document

7.3.During Election Day

7.3.1. Processing of Large Batches

7.3.1.1. Separating From the Envelopes
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7.3.1.1.1.

When Everything Goes Well Processing Large Batches of Mail-In-Ballots

BlueCrest Scanner

3. Bi
1. Envelopes T;';:: ol
opened
Facilitator
2. Bins placed on racks
Worker 1
4
4 Facilitator Brings Bin o
i 13. Bin Finished 14. Ballot in Bin 15. Outer Envelope in Bin
F—
7. Privacy Envelope Inspected Team 1 10. Privacy Envelope in Stack 16.
Privacy
Envelope
" 12. Ballot in Stack o Remaved
A 5. Outer Privacy
Envelope Envelope
Inspected Inspected 11. Ballot Inspected
6. Privacy Envelope Removed 9. Privacy Enviope opened
13. Bin Finished 14. Ballot in Bin 15. Outer Envelope in Bin
7. Privacy Envelope Inspected Team 2 10. Privacy Envelope in Stack 16.
Privacy
Envelope
s 2. Ballot in Stack Removed
4 5. Outer Privacy
Envelope Envelope
Inspected Inspected [~ ) 11. Ballot Inspected
6. Privacy Envelope Removed 9. Privacy Enviope opened
13. Bin Finished 14. Ballot in Bin 15. Outer Envelope in Bin
7. Privacy Envelope Inspected Team 3 10. Privacy Envelope in Stack 16.
Privacy
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7. Privacy Envelope Inspected eam 10. Privacy Envelope in Stack Envelope
Removed
s 12. Ballot in Stack
a 5. Outer Priv'acy
Envelope Envelope
Inspected Inspected 11. Ballot Inspected
6. Privacy Envelope Removed 9. Privacy Enviope opened




1. Envelopes Opened The BlueCrest scanner also has the feature of being able to open the
envelopes. The envelopes have already been scanned, so on election day, they are only
opened, and possibly sorted.

2. Envelopes placed on the racks. The opened envelopes are in bins separated by precinct.
There is a bin for each precinct. The worker running the BlueCrest machine then takes the
bins with the opened envelopes and places them on the racks.

3. Bin Taken to Floor. When the workers are ready for more envelopes to process, the
Facilitator takes one of the racks from the Bluecrest room and moves it to the main room
where the envelopes are being processed.

4. Facilitator Brings Bin. When a team needs more ballots to process, the facilitator takes a
bin from the rack and brings it to the team.

5. Outer Envelope Inspected. The first team member inspects the outer envelope to verify
that there’s a signature and that the date is in the correct range. Remember, this envelope
was already pre-processed, so this is a double-check. Very few of the outer envelopes fail
this step. If the outer envelope fails this step, the first team member takes the outer
envelope to the facilitator

6. Privacy Envelope Removed. The first team member removes the privacy envelope

7. Privacy Envelope Inspected. The first team member inspects the privacy envelope for any
markings. At this point, the privacy envelope is separated from the outer envelope. The
outer envelope is placed on one stack, and the privacy envelope is placed on another stack.
If any markings are found on the privacy envelope, the team member takes the privacy
envelope and the outer envelope to the facilitator. Now that the privacy envelope has been
redesigned, and there’s no good place to sign it, very few people attempt to sign the privacy
envelope.

8. Privacy Envelope Inspected. The stack of privacy envelopes is transferred from the first
team member to the second team member. Now, the second team member looks over the
privacy envelope to verify that there are no marks onit.

9. Privacy Envelope Opened. The second team member has a plastic letter opener. The
second team member opens the privacy envelope, and removes the ballot from the privacy
envelope.

10. Privacy Envelope In Stack. The team member is done with the privacy envelope now, so it
is placed in a stack.

11. Ballot Inspected. The ballotis inspected for identifying marks. If any identifying marks are
found on it, the team member takes that ballot to the facilitator.

12. Ballot In Stack. Once the ballot has been inspected for identifying marks, it is placed on
the stack of ballots.

13. Bin Finished. The team continues separating the ballot from the envelopes until they are
finished with all the ballots in the precinct. Now, they have a stack of ballots, a stack of
outer envelopes, and a stack of yellow privacy envelopes

14. Ballot in Bin. The stack of ballots is placed back in the original bin.

15. Outer Envelope in Bin. The stack of outer envelopes is placed back in the original bin with
the ballots

16. Privacy Envelope Removed. The privacy envelopes are removed from the ballots and outer
envelopes. They are placed on a table in the main room. Once There are a lot of them, they
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get torn all the way open and inspected for missing ballots before they get tossed in a trash
bin.

7.3.1.1.2. Outer Envelope Issues
7.3.1.1.2.1.  Missing Signature on Mail-In Ballot Outer Envelope

1. Ballot is
Segregated 8 Ballotis De-Segregated
- ; E

Y # 4. EmailText/Phone

Jeo i bl 7
Bucks County Board of Elections 7. Voter Comes In to Sign Unsigned Ballot

[

3. Contact Info Returned

2. Ask for Contact Info | 5. PostCard Sent
| US Post Office

l 6. PostCard Delivered

Voters

Secretary of State

17. Ballot is Segregated The ballot is locked into the segregation room and placed in the bin
labeled “missing signature”

18. Ask for Contact Info. The Board of election calls the Secretary of State APl (SURE) and gets
all the contact information for the voter.

19. Contact Info Returned. The Secretary of State returns the Email and/or Phone Number
and/or Mobile number of the voter (if they exist) to the County Board of Elections.

20. Email/text/Phone. If the email is known, the county sends the voter an email letting them
know their ballot isn’t signed. If the mobile number is known, the county sends the voter a
text message letting them know their ballotisn’t signed. If the phone number is known, the
county calls the voter to them know their ballot isn’t signed.

21. Post Card Sent. The board of elections sends a post card to the voter throught the US mail
letting them know that their ballot isn’t sighed and they only have a certain amount of time
to fix this. I don’t know the number of days that the voter has to sign their ballot envelope.

22. Post Card Delivered. The US Postal Service delivers the post card to the voter.

23. Voter Comes in to Sign Unsigned Ballot. The voter comes into the Board of elections and
signs the ballot.

24. Ballot is De-Segregated. The only thing wrong with the ballot was that the voter didn’t sign
it. Now that the voter has signed it, it can be processed.
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7.3.1.1.3. Other Issues

Other Mail-In Ballot issues include the following. If any of the following occur, the voter has a
certain number of days to come into the board of elections, get a new ballot and re-submit it. The
issues are:

e No Date

e Invalid Date

e Personal marking on Privacy envelope
e Personal marking on Ballot

e No Privacy envelope

12. New Ballot Processed

; 11. Original Ballot moved to cAnceled bin |
1. Baliotis .
Segregated | 8. New Ballot Printed
/ | - 4
v v v Y .
4. EmailText/iPhone
9. New Ballot Given to Voter
-]
Bucks County Board of Elections )
10. Voter Submits new ballot
-
7. Voter comes in
-
3
3, Contact Info Returned Volers
2. Ask for Contact Info
SesBoshod Sent »| US Post Office
| 6. PostCard Delivered
J, 3

Secretary of State

1. Ballotis Segregated The ballot is locked into the segregation room and placed in the bin
labeled with what is wrong with it.

2. Ask for Contact Info. The Board of election calls the Secretary of State APl (Website) and
gets all the contact information for the voter.

3. Contact Info Returned. The Secretary of State returns the Email and/or Phone Number
and/or Mobile number of the voter (if they exist) to the County Board of Elections.

4. Email/text/Phone. If the email is known, the county sends the voter an email letting them
know their ballot isn’t signed. If the mobile number is known, the county sends the voter a
text message letting them know their ballotisn’t signed. If the phone number is known, the
county calls the voter to them know their ballot has an issue.

5. Post Card Sent. The board of elections always sends a post card to the voter through the
US mail letting them know that their ballot has an issue

6. Post Card Delivered. The US Postal Service delivers the post card to the voter.

7. Voter Comes into the Board of Elections. The Government Service Locations are no
longer handling this. The voter must go directly to the board of elections.
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8. New Ballotis Printed. The board of elections has ballot printers. When the voter comes in
to cancel the ballot, the board of elections prints a new mail-in ballot for the voter.

9. Ballot Given to Voter. The voter is given a new outer envelope with a new bar code, a
secrecy envelope, and a ballot. They are instructed to fill out their ballot, to place it inside
the secrecy envelope, to place the secrecy envelope inside the outer envelope and to sign
and date the outer envelope.

10. Voter Submits New Ballot. The voter fills out their ballot, places it inside the secrecy
envelope, places the secrecy envelope inside the outer envelope and signs and dates it,
and then handsiitin.

11. Original Ballot moved to cancelled bin. The original ballot is cancelled out and it is moved
to the canceled bin in the segregation room. The segregation room is locked. If anybody
were to attempt to Blue-Crest scan the outer envelope, the ballot would not be accepted
because the State’s SURE system knows that the ballot has been canceled.

12. The new ballot is processed. The new ballot goes through the Mail-In Balllot process
described earlier in this document.

7.3.1.2. Scanning in the Ballots

1. Arackisremoved. There are racks of ballots along the back wall in the BlueCrest room. When
one rack is to be scanned in, it removed from this wall and moved closer to the scanning
stations.

2. Abinisremoved. A worker takes a bin (which now has the opened ballots and the outer
envelopes) off the rack and brings it to the scanning station.

3. Ballots are scanned. A worker scans in all the ballots in the bin.

4. Ballots are boxed up. Now that all of the ballots for this precinct have been scanned, these
ballots will be boxed up and stored elsewhere.

The worker takes the stack of scanned ballots and places it in a manilla envelope. They shove as
much as they can into the manilla envelope. Each precinct will have multiple manilla
envelopes. The envelope is not able to close. The worker then takes all of the manilla envelopes
and places it in what looks like a copy paper box.

The first manilla envelope for this precinct has the following
¢ a blue piece of paper which is called the target card. It indicates the new batch. It doesn't
have any information really on it. I didn't look at one.
¢ A sticker with a bar code

Each manilla envelope has the following:

e <envelope number> of <total>

¢ Municipality

* Precinct

¢ Batch

¢ Grand Total

5. Ballot Envelopes returned to bin. This is the point where the outer envelopes are permanently

separated from the ballot. The ballots are destined for a locked room that is out of sight of the
poll watcher, and the envelope is going back to the bin, to be returned to the rack.
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6. Binreturned. When the worker is finished processing this precinct, the bin gets returned to the
rack, and the worker grabs a new bin to work on.

7. The box of ballots is locked away. When the box is full, it gets taken away to a secure location,
where the poll watcher is not allowed to see it.

7.3.2.Processing Today’s Batches

The election day batches are mostly small. It can be quicker to process small batches using a
hand-scanner to scan the outer envelope instead of the BlueCrest scanner. These small batches
are pre-processed using the hand scanner. All other processes are exactly the same as the large
batch process.

7.4.Notes from 2022 General Election Poll Watching

During the midterm elections in 2022, | took detailed notes on the machines. | didn’t validate if the
machines are the same, but | am referencing these here today.

7.4.1.BlueCrest Sorter
This is a blueCrest sorter Part # SR87206, Serial Number 1566
The BlueCrest sorter sorts the unopened ballots.
They call the BlueCrest sorter the dragon.
The ballots are fed through the sorter 2 times.
The first time, a large batch of ballots are fed through and they are sorted by municipality
The ballots are stored in bins with the municipality
Then they are fed through the sorter again to sort it by precinct.

The ballots are still unopened, and they are stored in the bins next to the blueCrest sorter. The racks
are moved to the annex area when the workers are ready to work on them.

7.4.2.Opening of Outer envelope

Once the bad envelopes have been removed from the bin (approximately 500-1000 ballots), the
entire bin is sent to the envelope opener machine. This machine is Omation OM 306
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